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1
Decision/action requested

To agree the proposed pCR for CAPIF-Sec TS 33.122
2
References

[1]
3GPP TS 23.222:  Functional architecture and information flows to support Common API framework for 3GPP Northbound APIs

[2]
3GPP TS 33.122: Security Aspects of Common API Framework for 3GPP Northbound APIs. 
3
Rationale

Clause 8, TS 23.222 [1] specifies onboarding of API invoker to CAPIF. Clause 8.1.2.2 specifies information elements in Onboard API invoker response, which includes “Enrolled information”. “Enrolled information” IE consists of sensitive information like “information to allow the API invoker to be authenticated and to obtain authorization for service APIs”. In addition, pre-condition of the procedure specifies that API invoker shall have information that gives it the ability to enrol.  

To fulfil the above, onboarding procedure should be protected. 

It is proposed to SA3 to agree this pCR for CAPIF-Sec TS 33.122 [2].
4
Detailed proposal

****************** Start of Change 1 ************************
5.Y
Security of API invoker onboarding
The API invoker and CAPIF core function shall follow the procedure in this sub-clause to secure and authenticate the onboarding of the API invoker to the CAPIF core function.  The API invoker and the CAPIF core function shall establish a secure session using TLS.  The CAPIF core function may use an OAuth 2.0 [4] token based mechanism as the authentication credential in the API invoker’s onboarding request.  Other credentials may be used (e.g. message digest, etc). Figure 5.Y-1 details the security information flow for the API invoker onboarding procedure.  The OAuth 2.0 token based authentication credential is shown.
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Figure 5.Y-1: Secure onboarding of API invoker
Editor’s Note: Onboarding procedure using generic client certificate provided by API invoker is for FFS.
1.
The API invoker obtains onboarding enrollment information from the Service API provider. The onboarding enrollment information is used to authenticate and establish a secure TLS communication with the CAPIF core function during the onboarding process. The enrollment information includes details of the CAPIF core function (Address, and Root CA certificate) and OAuth 2.0 [4] access token. The access token shall be encoded as JSON web token as specified in IETF RFC 7519 [6] and shall include the JSON web signature as specified in IETF RFC 7515 [7]. 

NOTE:  The procedure used to obtain the enrollment information by the API invoker is out of scope of this specification. 
2.
The API invoker and CAPIF core function shall establish a secure session based on TLS (Server side certificate authentication). The API invoker shall use information obtained in step 1 to establish the TLS session with the CAPIF core function.

3.
After successful establishment of the TLS session, the API invoker shall send an Onboard API invoker request message to the CAPIF core function along with OAuth 2.0 [4] access token. The API invoker generates the key pair {Private Key, Public key} and provides the public key along with the Onboard API invoker request. 

4.
The CAPIF core function shall validate the access token as per OAuth 2.0 [4], IETF RFC 7519 [6] and IETF RFC 7515 [7].

5.
If validation of OAuth 2.0 [4] is successful, the CAPIF core function shall generate an API invoker’s profile as specified in TS 23.222 [3]. The CAPIF core function may generate API invoker’s certificate on its own, for the assigned API invoker identity and public key. This certificate shall be used by the API invoker for subsequent authentication procedures with the CAPIF core function and may be with the API Exposing Function. The CAPIF core function shall generate Onboard_Secret if the subscribed Service API uses Method 3 (as specified in clause 5.2.2.3 of present specification) for CAPIF-2e security. The Onboard_Secret shall be bound to the CAPIF core function specific API Invoker identity. The Onboard_Secret shall be included in Authorization information element of Onboard API invoker response message.

6.
The CAPIF core function shall respond with an Onboard API invoker response message. The response shall include the API invoker’s ID, Service APIs Authentication, authorization information, API invoker’s certificate and the API invoker Onboard_Secret (if applicable).

****************** End of Change 1 ************************
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